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Overview
The purpose of this document is to provide information on the Bisyge of the Partner
Information Manager (PIM) applicatiomhis guide outlines the following:

1 Access information

1 Dashboard overview

1 Application navigation

1 Reporting

9E2480GFNDRA t I NIYSNI LYF2NXYIFEGAZ2Y al ylI
9E2adGlNRa tIFNIYSN LYF2NXYIEGA2Y al yl3SN
information from trusted source orderto providea BuyingPartner with a SdzLJLJ A S N
and potential risk and impact.

IS NI ¢
Labv
dzN

O o

ot
NI a

PIM allows a organizationto complete a questionnaire (e.g. CybersecymySTSP 80aL71, or
Conflict Mineraly once for the partner organization and then later share, withahganizatio2 a
approval, the same results with other contractors who may also be usingr@nizatiof2 a
products and serviceZhisask once and slieamodel reduces the burden @bmpleting multiple
guestionnaires. Additionally, PIM provides contractors with a ctest set of minimum ygber
security expectations foruppliers.

Please see thEIM Form Resourcgrage for additional information about each specific form.
The following sectionsIN2 JA RS | ONAST 20SNBASe 2F SI OK F2N

Cybersecurity Questionnaif€SQ)

The Cybersecurity Questionnaire was developed to measure ap&tir d O& 6 SNE S OdzNA § &
The informationa Supplier Partner provides help them understand theirorganzatiorQ a
cybersecurity postureThe questionnaire also hedBuying Partners manage risks with sharing

sensitive information.

NIST SP 8al¥1 Questionnaire

The Department of Cfense (DoD) now requires @ contractors to protectCovered Defense
Information (CDI)As such, ie department modified itPefense Federal Acquisition Regulation
Supplemen{DFARS) tadairess the safeguarding of CDhe DFARS clause 252 2.2 requires
covered companie® use the cyber safeguards deibad by the National Institute of Standards
and Technology (NIST) in Special Publication (SPYA00vhich NIST createdpecifically for
commercid companies who do not operatiederal information systemsout who receive or
create CDto perform deferse contracts.

The informationa SQupplier Partner provides in the NIST SP 800l questionnaire is used by

Buying Partnersto determinead dza Ay SdaQa aSOdzNAGe LR addzNE gAG|
security controls.

Copyright © 2024 Exostar, LLC All rights reserved. 4
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Concise DFARBFARS 252 CS
Priorto PIM 2.4, some B/ers expressedn interest in a Concise NIBFARS fornto give buying

organizatons a high level snapshot of alZBJLYX A SNR& bL{¢ O2¥adnAl yOS

obligations. Buyers could then make a decision as totlmdreor not they needspecific 8ppliers
to submit a full NIST formwith answers to all 110 controls. This resulted in the development of
a shorter and concise NIST/ DFARS form.

As per this implementation,uppliers are invited to complete the concise form much as they are
invited to complete other PIM system forms.

Conflict Minerals Questionnaire

The Conflict Minerals Reporting Template is a free, standardized reporting template developed

by the ConflictFree Sourcing Initiative that facilitates the transfer of informatibrough the
supply chainregarding mineral country of origias well asmelters and refiners being utilized.
The quesionnaire is used to determineuppliers are using smelters recognized by and meeting
the CFSI standards.

9 E 2 &NMdndg# Access Gataw(MAG)

9 E 2 & WanagBdiAccess GatewdyIAG) is a consolidated portal that provides identity and
access management as a cloud service for the Aerospace & Defense indugteefIM
application is available througMAG To access PIMoy are required to have aMAG user
account and an approved security credentikbr more information on MAG, please visit
https://my.exostar.com/pages/viewpage.action?pageld=12124922

PIMAccess
Once youorganizations subscribedo MAG and Plandyour Or@nization or PIM Application
Administrator acceptthe Terms and Conditions, yaanacces$?IM. To accesthe application
1. Log into your MAG account with an approvedmulti-factor credential Approved
credentials include
a. Phonebased OTP
b. OTP Hardware Token with Proofing Upgrade
c. Federated Identity Servic@~IS)Medium Level of Assurang®LOA)Hardware
Certificates
Governmentlssued Common Access C&IAC)
Northrop Grunman OneBadge
NASA PIV Card
Enteiprise Access Gateway solution.

Q@ ~oo

NOTEYou must usénternet Exploret

2. Once you log into youMAG account with yourmulti-factor credential, verify the
credential strength in thé/ly 2FACredentialsection on the MAG Dashboard

Copyright © 2024 Exostar, LLC All rights reserved. 5
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NOTEIf the credential strength saygsername and Passworgiou arenot logged in with anulti-
factor credential.

Have a license key?
Enter it here

My 2FA Credentials @ Credential Strength: Username and Password Manage

Link yo"." EX=ting -2 Company Credential: Get access 1o applications using your company Badge: Get access to applications using DoD CAC, NASA PIV, or NGC
credentials: i credential. Link now OneBadge. Link now

3. On yourHomeDashboard locate the PIM applicationnder theMy Applications
section.dick Launch

Applications

My Applications Request Applications

Test Service Provider

Test Service Provider
Status: Q Active

= |

Details v

7

\

NOTEIf you see a status other thdraunch please use th&egendor refererce thePIM FAQs
for assistancelf you see a message sayLogin Requirements Not Metyoudid not login with
the correct credential strength.

If you do not see PIM on yottomedashboard view, please conta€kostar Customer Support

Invite Suppliers to Complete Forms
To invite aSupplierto accesand completequestionnairesn PIM:
1. logintoQ E2a i NDa al v I 3 askanAddptips Adiminisiratar éhdacodss
the Adoption tab.

Home My Account Registration Requests Reports Adoptio

» Use the Adoption Module to search for and invite users and organizations to access applications.
+ To access your completed and pending invitations click on "View Existing Invitations’.
« To initiate an invitation, click on 'Begin New Invitation'.

View Existing Invitations
Begin New Invitation

Need additional help? - Refer to the Adoption Administrator Guide.

Copyright © 2024 Exostar, LLC All rights reserved. 6
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2. For stepby-step instructions on completing the invitation process, please refer to the
Adoption Administrator Guide

3. When using the doption Module to subscribe a company to PIM, select the
guestionnairegforms)you would like to invite them to.

Application Name Detail

\

Form Name

Applications: [ cyber Securi
PP M Partner Information Manager Forms: yber Security
1 NIST SP 800-171
[ conflict Minerals Repor‘ting)
PIMRoles

If you are aAGPIMApplication Administratorthe systemalsodesignatesyouas an Apfication
Administratorin the PIM application.

TheApplication Administratorole within PIM allows you to managesersin the applicationThe
Application AdministratocanOK I y3S | dzaSNRS | MEA DI ¢ S0 KA g#za SINDA
well ascreate and edit groupsYou @n find alditional information aboutcompleting these
functions in theManage Userand Groups Talsectiors of thisguide

Copyright © 2024 Exostar, LLC All rights reserved.
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Account Settings
To access yowsser Profile

1. On yourHomedashboardin the upper right corner, select thiele dropdown. Choose
either My Profileor Settings

> © B
Irces Help Alerts Me ©
+" Buyer View
Supplier View

Salima Adams (adamss_1400)
Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

l Settings J

Log Out

NOTE Both options redirect to youdser Profile and you can navigate between the two tabs.

2. To update youContact Information clickEdit

User Profile

Name  rutvij gusani
LoginID  gusanir_46809@fis.evincibletest.com

Organization Iy Automation Test QA_Org 5003 521 Victoria Court | Kingston , NY US| 12401
Application Rele  Standard User Application Administrator

Contact Information Settings

Primary Phone* 1234567890

Secondary Phone*

Email Id* shawnbull384@gmail com Edit

3. ClickUpdateonce you complete your changes.

User Profile

Name  rutvij gusani
Login ID  gusanir_4609@fis.evincibletest.com

Organization My Automation Test QA_Org 5003 521 Victoria Court | Kingston | NY | US | 12401
Application Role  Standard User Application Administrator

Contact Information Settings

Primary Phone* 1234567890

Secondary Phone”

Email Id* shawnbull384@gmail com K& Update

Copyright © 2024 Exostar, LLC All rights reserved.
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Under theSettingstab:
1. Modify necessary information:
a. Update theDate/Time Format

Date/Time Format

Time Zone America/New_York v

Date Format MM/ddryyyy v Time Format hh:mm v

b. Change youbefault Mew under theApplicationsectionor selectDefault Grouys.

NOTE SelectingDefault Grous allows you to view information associated witnly those
Suppliers includedn the selected default groups. This affects tRerms Activities and New
Partners widgets on your dashboard.

Application

Default View Default Groups __Select—

Buyer v

c. ManageAlerts settings
d. ManageEmailsettings

2. ClickSave Changsto redirect back to your @shboardpage.

Choose which emails and alerts you wish to receive. The choices can be changed at any time but only effect future alerts and emails.

Alert Email
Role updated Yes Capability Score below Level 3 Yes
Supplier Connected es Reminder of a form to be expired Yes
Form Sharing Request Reminder to complete a form Yes
Form Sharing Accepted es Form sharing has been requested Yes
Form Delegated to you When shared form has been Yes

updated by supplier
Form Delegation removed
Accepted form has been completed/

Shared Form was updated submitted

)

Form Sharing request has been Yes
accepted by Supplier

< < < < < < <

3

Form expiring within 30 Days

Supplier declined your form sharing request Yes You have been assigned a form to Yes
complete
Supplier opted out of sharing a form Yes

Save Changes

Copyright © 2024 Exostar, LLC All rights reserved. 9
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PIMHome Dashboard
The Home dashboardcontains widgetshat enable you to access mimation and perform
functions in the application, as well as clickable icons in the top header.

Please note the blumformation icon located next to each widget name. This displays a dialogue
box explaining the purpose of that particular widg&elect Partner Information Manager,
regardless of where you are in the application, to redirect back to the dashboard.

EXOSTAR | B &8 % o f mmm
“ Partnerlnformatlon ManagerG) My Org Reports Supplier LookUp Resources Help Alerts Me &

We build trust

MNotice No Announcements Available. 1 0 08 07/28/2020
AM

Forms Activities €

Form T  Supplier Y Scorel T Score2 T  Progress Y  Updated By T  Date A §

No records available.

Q0 o
New Partners €
Supplier 0 Connection Request Date T Connection Accepted Date T Status
Paris Corp 02/01/2019
Qo
Recent Activities ( 20 Days (i) View Al

Buyer or Supplidbashboard View

Both Buyerand Supplierorganizations can uselIM. An organization can be both a Buyer from
multiple Suppliers and au$plier to multiple Biyers. To deal with these different business
situations, the PIM product allows useto view their ecosystem fromBuyer orQupplier point

of view.

Copyright © 2024 Exostar, LLC All rights reserved. 10
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The default view when you first access PIM is Bayer If you ae also subscribed as agplier,
andwant to view as algpplier, select Supplier from th&le drop down in the top headeNour

view automatically refreshes.
> © R

rces Help Alerts Me @

Buyer View
Supplier View

Salima Adams (adamss_1400)
Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

Settings

Log Out

Forms Activities Widget

TheForms Activitiesvidget provides a quick view of forrsbared by youBuppliers. Hiter results

by using the filter icons available in the colummluding a Group filter option thaiffects only

this widget If no one accepted the form, it displaysRending Until the Sipplier submits the

form, you cannot see the progress column or review the foilthis widget also displays a

{ dzLJLXX A SNRa &d02NBxX AF GKS {dzLJLJX ASNJ adzoYAGGSR

Tonavigate this widget:
1. Clickthe hyperlinkedform nameto redirectto the upLJf A c®riydeedquestionnare.
2. Selecta partner in theSuppliercolumnto redirectto thet I NIi yr&fiND & t

Forms Activities @

Form Supplier Score 1 Score 2 Progress Updated By Date

No records available.

Copyright © 2024 Exostar, LLC All rights reserved. 11
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New PartnerdVidget

TheNew Partnersvidget provides dist of all your connected partners, as well as the connection
status of each supplieClick the hyperlinked®rganization Nameo redirect to that Supplier

t F NIYSNRa LINRPTFALE SO

New Partners ©

Supplier Connection Request Date Connection Accepted Date Status

Paris Corp 02/01/2019

Recent ActivitiesVidget
TheRecent Activitiesvidget on youtHomedashboardorovides a 3@ay timeline ofall activities
with a Supplier Partner.

Recent Activities l View All |

QA_Automation_Test_34 Form Conflict Minerals Reporting has been accepted

QA_Automation_Test_34 Form NIST SP 800-171 R1 has been accepted
QA_Automation_Test 34 Form CYBERSECURITY QUESTIONNAIRE has been accepted

QA_Automation_Test_34 Connection Accepted

QA_Automation_Test 31 Form Conflict Minerals Reporting has been accepted

NOTEClick the hyperlinke@rganization Nameo redirect to that Supplie® @rofile.

My Org
This option, located in the top header menu, provides the following optemd redirects to
those specific tabs on th@rganization Profilgpage:

1 Organization This tab also labeled a#rofile, provides your organization's general
overview information as well as access to tisipplieror OrganizationProfile.

1 Users This tabprovides a comprehensive list of all users within your organimatigh
PIM access. If you are afipplication Administrator, this tab also provides user
management options.

1 Partners This tab provides a comprehensive list of all connected Partners (Bugelsct
the Partner Nameto view additional details.

1 Groups This tab provides all group management options, as well as a comprehensive lists
of all groups you created or Public Groups created by Application Administrators.

Copyright © 2024 Exostar, LLC All rights reserved. 12
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1 Forms This tab provides a agprehensive list of all forms Buyers requested you
complete, as well as that form's status.ylfur organization sharethe form, you can
select the form name to redirect to theorm Detailpage.

=

My Org Reports

Organization
Users
Partners
Groups

Forms

Reports
This icon navigates directly to the Reports homepage, listing all rejoontsichyou have access.

[@] 8 % o R mmm

My Org| Reports JSupplier LookUp Resources Help Alerts

Supplier LookUp
This icon opens the Supplier LookUp screen, which allows you to search Suppliers to whom you
are connected. You also have the optioretgort your search results to Excel.

@[8]%92

My Org Reports | Supplier LookUp | Resources Help Alerts Me O

Resources
This icon opens theIM Form Resourcgmge, which provides resources per PIM form, including
blankforms, completion instructions anesources, as well as scoring information.

ER [%JQR

My Org Reports Supplier LookUp [Resources| Help Alerts Me &

Copyright © 2024 Exostar, LLC All rights reserved. 13


https://my.exostar.com/display/TE/PIM+Form+Resources

EXOSTAR'

Help

This icon provides the following drop down optioR$M OnlineHelp andPIM FAQsBothoptions

open their respective my.exostar.com pages, providing additional information on process
instructions and fregantly asked questions.

B B &8 %@R

My Org Reports Supplier LookUp Resources lerts Me O

Alerts
The Aleriiconrepresentshe number of alert$or yourreview.dickthe iconto viewa dropdown
of alerts You carView Allor Dismiss All

@8%99

My Org Reports Supplier LookUp Resources Help | Alerts

Select View Allto redirect to the Alerts page containing alerts for the last 30 days. Ycan
Dismiss Allor Dismissone alert at a time.There is also a legend explaining the different alert

types.
Alerts (30 days) [ QO Read A Critical A In.fonnationa.l]
Level T Type T Description T Organization Name T Received
Form QA_Automation_Test_48 has accepted to share . / \ A
- o ) ; QA_Automation_Test_48 10/10/2017 08:46 AM m
accepted their Conflict Minerals Reporting form with you
Form 0A_Automation Test 48 has accepted to share P T T T D (T3] m
. . utomation_Jles .
accepted their NIST SP 800-171 R1 form with you
; QA_Automation_Test_48 has accepted to share
orm
sccented their CYBERSECURITY QUESTIONNAIRE formwith ~ QA_Automation_Test 48 10/10/2017 08:46 AM | Dismiss |
J you
Connection You are now connected with .
A ) ; QA_Automation_Test_48  10/10/2017 08:46 AM | Dismiss |
established 0A_Automation Test 48
Form QA_Automation_Test 47 has accepted to share .
- - : . QA_Automation_Test_47  10/10/2017 08:39 AM | Dismiss [ K%
accepted their Conflict Minerals Reporting form with you \ /
® o

Copyright © 2024 Exostar, LLC All rights reserved. 14
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Tomanage alersettings
1. In the top headerselectSettingsviathe Me drop down.

> © R Emmm

Irces Help Alerts Me @

+" Buyer View

Supplier View

Salima Adams (adamss_1400)
Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

Settings

Log Out

2. Navigate to theSettingstab, and Alerts section.Modify thealert selectiors as desiredby
choosingYesor No. ClickSave Changes

Choose which emails and alerts you wish to receive. The choices can be changed at any time but only effect future alerts and emails.

Role updated Yes Capability Score below Level 3 Yes
Supplier Connected es Reminder of a form to be expired Yes
Form Sharing Request es Reminder to complete a form Yes
Form Sharing Accepted Form sharing has been requested Yes
Form Delegated to you When shared form has been Yes

updated by supplier
Form Delegation removed

3

Accepted form has been completed/
Shared Form was updated submitted
Form Sharing request has been Yes

Form expiring within 30 Days accepted by Supplier

< < < < < < <

8

Supplier declined your form sharing request Y You have been assigned a form to Yes

complete
Supplier opted out of sharing a form Yes

Me Drop Down
This drop down menu provides an overview of account options, and is broken up into the
following sections:

Save Changes

1 Buyer View or Supplier ViewSelect to toggle between the Supplier and Buyer views, if
you have both business needs.

Copyright © 202 Exostar, LLC All rights reserved. 15
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1 Account Information This section provides your organization name and ID, as well as
your role. SelecMy Profileto update youraccount information.

1 Settings Select this option to update Date/Time Format, Application View (Supplier or
Buyer), as well as Alert and Email settings.

1 Logout Selecting this logs you out of the PIM Application.

) e R Buyer View
irces Help Alerts Me &

+" Buyer View

Supplier View

Salima Adams (adamss_1400)
Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

Settings

Log Out

Organization Profile Page
TheOrganization Profile page provides the following tabs for you to manage your connections,
users, groups, and to view forms shkdmwith your company:

1 Organization
1 Users
1 Partners
1
1

Groups
Forms

Copyright © 2024 Exostar, LLC All rights reserved. 16
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Profile Tab

This tab provides information specific to your organization, as well as access to your Organization

Profile.

Prosperity Corp.

Profile

General Organization Information

ORG ID: 116508825

Connection Type: Public

Status: Active since 11/30/2018

POC: Adams, Salima 6785679876 salima.adams@exostar.com
Address: 154 Red Road, Bethesda, MD 67568, US

Tell us more about your organization via editing your extended Organization Profile*

"The information you provide will not be shared with orgbsnizalions outside of Exostar's community. Com
as you wish, but the more information you provide, the better picture your partners and community mem
organization.

Foreign Ownership, Influence and Control (FOCI) Status (&'

My organization DOES NOT HAVE foreign ownership, control of influence (FOCI).
My organization DOES HAVE foreign ownership, control of influence (FOCI).

Blete as much information
ers will have of your

UsersTab

If you are designatedasan Application Administrator within théIM, you are able to manage
users within the applicationThe Appliation AdministratorOl y OKIl y3S &nd dzid S NI

RSIFOUAQGKGS . dzaSNRa | 00Saa

To edit a user:
1. ClickUsersviathe Me drop down to redirecto the Userstab.

2. Click theToolsicon next to the user you want to managghis icon only displays if you

are an Application Administrator.

Prosperity Corp.
Name Y UserlD Y  Emalil T Role hd
Salima Adams adamss_1400@fis.evincibletest.com  salima.adams@exostar.com tandard User, Application Administrator

Last

Provisioned Updated

12/03/2018 04/30/2020

v

NOTEF , 2dz OFly |faz2 &aStSoOod Iye
profile.

Copyright © 2024 Exostar, LLC All rights reserved.
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3. From theUser Managementé A Y R2 46> Y2RAFe& | dzaSNDa

necessary.

4. ClickUpdateto save your changes @loseto disregard

User Management

User roles

Standard User
Application Administrator

User Status

Active

(o J e

NOTEL ¥ & 2dz OKI y 3 Statdarditis& Ny fose M@BminiStrative? privileges within
PIM. If you deselect thactive checkbox, the usamo longerhasaccess to PIM after they log into

their MAGaccount.

PartnersTab

ThePartnergtab provides a list of all Partners associated with your organization and the date you

connected with them.

To navigate the Partners tab:

1. SlectPartnersfrom the Me drop down, and select from the following options:
a. SelectListto viewalist of all connected Partners af@bnnection DatesSet filters

by clicking the filter icon in each column.

b. Select theConnectionradio button to view Supplier within a selected Group.

Select theGroupfrom the dropdown menu.

Prosperity Corp.

Partners

Export To Excel

Name

Paris Corp

@ List O Connection

Connection Date

02/01/2019

Copyright © 2024 Exostar, LLC All rights reserved.
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¢t2 O@OASg Proftel NIy SNRA
1. Clickthe hyperlinkedName
2. You are redirected to thBartner Profilepage. Select the dropdown arrow nextforms
Shared Byo expand or collapse that section.

Globex Corporation

Organization Information Map
ORGID: 888838888 Unit
nitec
Connection Type : Public of Ar
Status : Active since 10432016 9
POC: Paterson, Tim 800-555-1212
Address : 7 W Jackson Bivd , USA, CA
Los Angeles fhoenk

Forms shared by Globex Corporation (1) B

FORM: CYBERSECURITY QUESTIONNAIRE OVERALL SCORE: 403 UPDATED: 02/06/2017

Forms shared with Globex Corporation (0)

3. Click the name of any form the Supplier completed and submitted -touige to theForm
Detailspage.

Groups Tab
Groups are a collection &ipplier companies invited to complete a forrmroups help simplify
viewing Supplier information.

For example, if you are purchasing parts to build an airplane wing and have 35 Supplier Partners
providing airplane wing parts,oy can include theseuppliers in a single group. You can also
create rerts using apecificGroup. Please reference theeportssection in this guide famore
information.

SelectGroupsfrom the Me drop down menun the top headerto complete the following
processes:

Copyright © 2024 Exostar, LLC All rights reserved. 19



EXOSTAR'

AddGroup
1. Navigate to theGroupstab. ClickAdd.
Prosperity Corp.
Groups
CType— n Clear +add  |®view  [DiClone % Delete
B Export to Excel

Name Description Partners Type Created By Last Updated

No records available

(o] ¢

2. From theAdd Groupdialog box enter aGroup Nameand Description(optional) on the
Detailstab.

Add Group

Details

*indicates required field
Group Name *

Description

Access Type @ Private O Public

@ Cancel

NOTE

1 If you are an Application Administrator, select to make the grBuplicor Private. If you
are a Standard User, you canly select Private.
1 Public Groups
o0 Only an Application Administrataran create this group.
o Viewable to all users in the organizatioegardless of user role
o0 Managed by any Application Administrator in the organization
o All PIM Users in the organizai canclone, regardless of user role
1 Private Groups
o All PIM usersregardless of user roJean create this group.
o Viewable by theuser who created the group and all Application Administrators in
the organization
o Joned by theuser who created the grquand/or all Application Administrators
in the organization
o Only the user who created the group caranage.
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3. To add the desired Supplier Organizations viaMteenberstab, use theSearchbox.

NOTEASs you begin to typghe system displaymatching result®r enter the space bar to view
a list of all 8pplierswith whichyour organization is doing business.

4. Select the checkbox next to each desiregb@ier or click theSelect Allbutton to select

all displayed supplier€lick theAdd button.
5. Once you complete customizing your group, cbeke

Exostar ID

Add Group

l Members

Enter a space to view a list of all Supplier partners

Supplier Organization Name Or Exostar ID

Supplier Name

I I@ Cancel

ViewGroup

To view a specific group:
1. From theGroupstab, select the desired Group and click Miew button.

Prosperity Corp.

—Type— v
B Export to Excel

Name

Groups

Lookup by Partner n

Y  Description

Training Team - adamss_1400

Clear

Partners

1

+ Add

Type

Private

@ View [DIClone

Created By

Salima Adams

X Delete

Last Updated

4"»

WO

2. TheView Groupdialogue box displays tHeetailstab, including the name and
description. Click th&lemberstab to view Suppliers included in this Group.

Copyright © 202 Exostar, LLC All rights reserved.
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NOTEIf you have prmission to manage ther@up, the Editbutton isactive.

View Group

Details

* indicates required field.
Group Name * Training Team

Description

Access Type Private  Public

# Edit @ Cancel

3. Once you are done viewing the Group, cl@ancel

Export AllGroups
To export a list of all Groups available to you:
1. On the Groups tab, click tHexport to Excebutton.

Prosperity Corp.
Groups
—Type— v Lookup by Partner n Clear + Add @ \View lE]C\one ® Delete
B Export to Excel
Name Y  Description Partners Type Created By Last Updated b
Training Team - adamss_1400 1 Private Salima Adams
M4 o » o O

2. The system downloaxthe list of groups displayed to an Excel.filghoose tdOpenor
Save
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Export List of Supplefrom Specific Group
To eyort a list of Suppliexfrom a specific group:

1. From theGroupstab, select the desired Group and click Miew button.

Prosperity Corp.
Groups
—Type— v Lookup by Partner n Clear
B Export to Excel
Name Y  Description Partners
Training Team - adamss_1400

+ Add

Type

Private

@ View [CiClone

Created By

Salima Adams

X Delete

Last Updated T

<< @0

2. TheView Groupdialogue box display®Navigate to the Members tab and click tBeport

to Excelbutton.

View Group

1IMEHHIEHEIP

[¥) Export to Excel

Exostar ID

118141269

Supplier Name

Paris Corp

« < o > v 5 v | items per page

# Edit

@ Cancel

3. The system downloathe list of all organizations in #t specific group to an Excel file.
Choose tdOpenor Save

CloneGroup
To clone or copy a specific Group and all the Suppliers in the Group:
1. On theGroupstab, select the Group and click ti@&ionebutton.

Prosperity Corp.
Groups
—Type— v Lookup by Partner n Clear + Add @ View [DClone X Delete
B Export to Excel
Name Y  Description Partners Type Created By Last Updated b
Training Team - adamss_1400 1 Private Salima Adams
Mo o N &)
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2. In the Clne Groupdialogue box, on theDetails tab, review or edit the following
information:
a. Group Name
b. Group Description
c. Access Type (only Application Administrators can change this option)

Clone Group

Details

* indicates required field.
Group Name * Training Team

Description

Access Type @ Private O Public

3. Navigate to theMemberstab to add or remove organizations from the Group clone.
NOTEIf you choose to remove an organization, a confirmation message display©Klick
4. Once you complete all desired changes, Hiake

Clone Group

Members

Enter a space to view a list of all Supplier partners

Supplier Organization Name Or Exostar ID v m

Exostar ID Supplier Name

118141269 Paris Corp ir Remove

Forms Tab

A form isa questionnaire a Buyer invit@esSupplier to completelhe availabl&uestionnaires in
PIMare:

Conflict Minerag

Concise DFARS / DFARS 252 CS

Cyber Supply Chain Risk Management Questionnaire (CSCRMQ)

Cyber$curity Questionnaire (CSQ)

NIST SP 8e071

= =4 -8 4 A
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Supplier forms allow you, as a Buyto view a list of shared forms, as well as forms you requested
from a Supplier, regardlesof status.

To access Forms:

1. Navigate to thed=ormstab via theMy Orgdrop down in the top header
NOTE Use theGroupsdrop-down menu to filter your view bypgcific groups.

Prosperity Corp.
| Forms

Note:(*) denotes form has expired.

[¥] Export to Excel

Form T  Partner T Last Updated T Status T  Expire On

NIST SP 800-171 Paris Corp Shared

CYBERSECURITY QUESTIONNAIRE Paris Corp Shared

CONFLICT MINERALS REPORTING Paris Corp Shared

Form Details Page

TheForm Detailppage displayfiow aSupplier Rrtner respnded to a questionnairand how

they scored.If a Supplier has not shared, completed, or submitted the form, you cannot click the
form.

To navigate thé-orm Details page:
1. Click ehyperlinkedform namefrom anywhere in the application

Conflict Minerals
[ ] Test Supplier 1 100% John Doe 04/26/2018

Reporting
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2.

3.

Click the percentage field or théewdropdown to view additional information, including
how aSupplier answered a specific question for a specific section.

3.1. Access Control [ + View ']
3.2. Awareness and Training v View ¥
3.3. Audit and Accountability  View ¥
3.4. Configuration Management  vView ¥
3.5. Identification and Authentication v view ¥
3.6. Incident Response v View ¥
3.7. Maintenance o View v
3.8. Media Protection  view T
3.9. Personnel Security v View ¥
3.10. Physical Protection v View v

The Reportsdropdown provides the option to @avnload a blank questionnairer a
Feedback Reporn how aPartner responded.

Feedback (.Pdf)

Blank Form

Export (.csv)

L | LW | E Y

SupplieiLookup

The SupplierLookupfunctionality, locatedin the top header menpallows you tosearch for
Supplies. There are twasearchviews:Resultand Map.

@[8]%99

My Org Reports | Supplier LookUp ) Resources Help Alerts Me &

Result Search
To complete a search:

1.
2.

Slect to search byhe Org NameOrg IQ Form, or Groupfrom the dopdown menu.
Enter search information. Cli@earch

NOTES

T

1
T
T

The system allows for partial organization name searches, but not special character
searches.

Use the filter icons located in each column to further refine your search.

If the namedisplaysn the list, you can still use thifgearchbutton.

There may be name or spelling problenh the required 8pplier does nodisplayafter

the seard. You can try other searches (e.g. Group, Partner Type, etc.).
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3. Selectthe OrganizationName/Exostarld option to view aP!

NI yPBONLD &

Lookup By

Org.Name / Org.ld

Result  Map

[¥ Export to Excel

QA

Exostar Id T Name T
[ 111608104 QA_Automation_Test_35 ]
112873514 QA_Automation_Test_34
113335367 QA_Automation_Test_31
117900533 QA_EmailSettings_TestOrg...

Status

Accepted

Accepted

Accepted

Accepted

Last Updated

10/03/2017

09/29/2017

09/29/2017

09/21/2017

summary ~
summary
Summary
Summary
v

4.023456759,NO

4. SelecteExport to Exceto downloadallist of relevant results tan Excel file.

Lookup By

Result Map

Org.Name / Org.Id v

[® Export to Excel
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5. SelectSummaryto determineif a Supplier Partner accepted yosharing request

)

NOTE TheSummaryview provides other detailsuch asa Supplier P NI yidsnNdbgresslf a
upplier completedthe form, the progresglisplays as 1009%.the Supplier Brtner submitted
the form, click the hyperlinked name view the completed form

Map Search

To complete a searalsing the Map function
1. Select search criteria from the drajown.
2. Enter search information. Cli@earch
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